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SUSTAINABILITY ACCOUNTING STANDARDS BOARD (SASB) CONTENT INDEX

CODE METRIC LOCATION AND/OR DISCUSSION

DATA SECURITY AND PRIVACY

SV-PS-230a.1 Description of approach to identifying and 
addressing data security risks

2022 ESG Report; Corporate Governance, Ethics & Compliance (Pages 45-46) 
2022 ESG Report; Corporate Governance, Enterprise Risk Management and Supply Chain Management (Page 47) 
2022 ESG Report; Drive Community Resilience, Cybersecurity and Data Privacy (Pages 39-40) 
FY22 Annual Report; Part I, Item 1 (Page 6) 
FY22 Annual Report; Part I, Item 1A (Pages 14-15, 20-22, 25-26)

We safeguard information and technology assets in order to prevent harm to our employees, our enterprise, our clients, and those whose information or assets are entrusted to us.

2XU�%RDUGôV�$XGLW�&RPPLWWHH��ZKLFK�LV�WDVNHG�ZLWK�RYHUVLJKW�RI�FHUWDLQ�ULVN�LVVXHV��LQFOXGLQJ�F\EHUVHFXULW\��UHFHLYHV�UHSRUWV�IURP�WKH�&KLHI�,QIRUPDWLRQ�6HFXULW\�2ƭFHU�DQG�WKH�&KLHI�,QIRUPDWLRQ�2ƭFHU�PXOWLSOH�
WLPHV�WKURXJKRXW�WKH�\HDU��7KH�$XGLW�&RPPLWWHH�UHJXODUO\�EULHIV�WKH�IXOO�%RDUG�RQ�WKHVH�PDWWHUV��DQG�WKH�IXOO�%RDUG�DOVR�UHFHLYHV�SHULRGLF�EULHƫQJV�RQ�F\EHU�WKUHDWV�LQ�RUGHU�WR�HQKDQFH�RXU�GLUHFWRUVô�OLWHUDF\�RQ�
cyber issues.

At the enterprise level, Information Services, Security, Enterprise Risk Management, Legal, Ethics & Compliance, and related advisory bodies engage in the following, among other activities, designed to protect 
sensitive information with which we come into contact: 
û�7UDFN�V\VWHPV�LQWHJUDWLRQ�HƪHFWLYHQHVV��HƭFLHQF\��DQG�GDWD�LQWHJULW\� 
û��0DQDJH�LQFLGHQWV�WKURXJK�LGHQWLƫFDWLRQ��LQYHVWLJDWLRQ��DQG�UHPHGLDWLRQ�ZLWK�PDLQWHQDQFH�DQG�DQQXDO�WHVWLQJ�RI�LQFLGHQW�UHVSRQVH�SODQV�DQG�SURFHGXUHV��LQFOXGLQJ�UHJXODUO\�FRQGXFWHG�WDEOHWRSV�DQG� 

after-action walkthroughs for continuous improvement.
• Collect, consume, and distribute cyber threat intelligence reporting. 
• Maintain partnerships within the information security community. 
• �Support compliance with relevant security and control plans and guidance and conduct annual risk assessments and external audits, including external annual compliance assessments against the  

NIST 800-171 requirements.
• Facilitate both internal and external collaboration for intelligence sharing. 
û�3URPRWH�RUJDQL]DWLRQDO�HƪHFWLYHQHVV�WKURXJK�HPSOR\HH�WUDLQLQJ� 
• Proactively search for vulnerabilities and attackers utilizing automated and manual techniques. 
• Conduct adversary emulation exercises using both in-house and external professionals without notice to threat defenders to continuously test our defend and respond capabilities. 
û�$GYLVH�RQ�VWDQGDUGV�IRU�ƫUP�VWRUDJH�DQG�FORXG�FRPSXWLQJ�DQG�FOLHQW�GHOLYHU\�HQYLURQPHQWV� 
• Maintain secure facilities up to Top Secret and Sensitive Compartmented Information Facilities accredited by various agencies. 
• Advise on enterprise and entrusted asset privacy and international trade compliance, brand use and protection requirements, and intellectual property. 
• Advise on public reporting requirements and treatment of material nonpublic information

Every Booz Allen person is responsible for doing their part to maintain the integrity, proper use, and handling of information. All employees are required to participate in annual information security training 
RQ�D�YDULHW\�RI�WRSLFV�LQFOXGLQJ�GDWD�SULYDF\��SKLVKLQJ��DQG�RWKHU�HPHUJLQJ�LVVXHV��:H�RƪHU�DGGLWLRQDO�WUDLQLQJ��GHSHQGLQJ�RQ�DQ�HPSOR\HHôV�MRE�IXQFWLRQ��WR�PDNH�VXUH�WKH\�DUH�HTXLSSHG�WR�UHVSRQG�LQ�D�UDSLGO\�
evolving cyberthreat landscape.

The Booz Allen Hamilton 2022 Environmental, Social, Governance (ESG) Report (“2022 ESG Report”) has been prepared in accordance with the Sustainability Accounting Standards Board (SASB) Index: Professional & Commercial Services subset. SASB 

/content/dam/home/docs/corp/esg/2022-esg-report.pdf
/content/dam/home/docs/corp/esg/2022-esg-report.pdf
/content/dam/home/docs/corp/esg/2022-esg-report.pdf
https://investors.boozallen.com/static-files/90143111-4f61-4429-b1af-ec2001abc3fd
https://investors.boozallen.com/static-files/90143111-4f61-4429-b1af-ec2001abc3fd
/content/dam/home/docs/corp/esg/2022-esg-report.pdf
https://www.sasb.org/
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SASB CONTENT INDEX continued
CODE METRIC LOCATION AND/OR DISCUSSION

SV-PS-230a.2 Description of policies and practices relating 
to collection, usage, and retention of 
customer information

2022 ESG Report; Drive Community Resilience, Cybersecurity and Data Privacy (Pages 39-40)

Our standard information security and data security policies, practices, and procedures apply to all Booz Allen entities, including wholly owned subsidiaries, as well as all cleared Booz Allen facilities and their 
HPSOR\HHV��7R�HQKDQFH�ERWK�VSHFLƫFLW\�DQG�ƬH[LELOLW\��ZH�VXSSOHPHQW�WKRVH�VWDQGDUG�SURFHGXUHV�ZLWK�DGGLWLRQDO�SURWRFROV�VSHFLƫF�WR�WKH�QHHGV�RI�D�ORFDWLRQ��FOLHQW��RU�HQJDJHPHQW��:H�DOVR�HYDOXDWH�WKH�VHFXULW\�
policies and practices of our suppliers and business partners.

Our data privacy policy outlines our commitment to the protection of personal information and sets forth retention and deletion requirements. We also recognize, respect, and seek to achieve compliance with 
applicable laws of foreign nations.

%RR]�$OOHQ�SHRSOH�DUH�ERXQG�E\�FRQƫGHQWLDOLW\�REOLJDWLRQV�DQG�SROLF\�UHTXLUHPHQWV�WKDW�DSSO\�ZKHQ�WKH\�FROOHFW��UHFHLYH��XVH��SURFHVV��VWRUH��GHVWUR\��RU�GLVFORVH�LQIRUPDWLRQ��DQG�ZH�KDYH�D�UREXVW�LQYHVWLJDWLRQ�
DQG�GLVFLSOLQDU\�SURFHVV�LQ�SODFH�WR�UHVSRQG�WR�QRQFRPSOLDQFH��%XW�WKH�QDWXUH�RI�RXU�ZRUN�DQG�RXU�FRUSRUDWH�YDOXHV�UHTXLUH�PRUH�WKDQ�MXVW�FRPSOLDQFH��,W�LV�XS�WR�HYHU\�%RR]�$OOHQ�HPSOR\HH�WR�FUHDWH�
connections, establish relationships, and build trust within teams. We support our employees with an ecosystem of services, programs, training, and tools designed to prevent, bring to light, and mitigate 
potential risk situations.

See also: 
Compliance with International Trade Regulations Policy  
Data Privacy Policy  
Code of Business Ethics & Conduct (Page 16)

SV-PS-230a.3 (1) Number of data breaches,
(2) �percentage involving customers’ 

FRQƫGHQWLDO�EXVLQHVV�LQIRUPDWLRQ� 
�&%,��RU�SHUVRQDOO\�LGHQWLƫDEOH�
information (PII), 

����QXPEHU�RI�FXVWRPHUV�DƪHFWHG

2022 ESG Report; Drive Community Resilience, Cybersecurity and Data Privacy (Pages 39-40)

Booz Allen has not reported any material cybersecurity breaches in the last three years.

WORKFORCE DIVERSITY & ENGAGEMENT

SV-PS-330a.1 Percentage of gender and racial/ethnic 
group representation for  
(1) executive management and  
(2) all other employees

2022 ESG Report; Empower Diverse Talent (Pages 12-27) 
2022 ESG Report; Corporate Governance, Board of Directors (Page 44) 
FY22 Annual Report; Part I, Item 1, Human Capital (Pages 4-5)

Refer to page 15 of our 2022 ESG Report for the percentage of gender and racial/ethnic group representation for our total workforce, senior leadership, and all other employees.

See also:
Booz Allen’s Diversity, Equity & Inclusion Program
(TXDO�(PSOR\PHQW�2SSRUWXQLW\�DQG�$ƭUPDWLYH�$FWLRQ�3ROLF\ 
Code of Business Ethics & Conduct (Page 14)
Total Rewards Program

SV-PS-330a.2 (1) Voluntary and  
(2) involuntary turnover rate for employees

2022 ESG Report; Empower Diverse Talent, Diversity, Equity, & Inclusion (Page 15) 
FY22 Annual Report; Part 1, Item 1, Human Capital (Page 4)

:H�GR�QRW�UHSRUW�DJJUHJDWH�YROXQWDU\�DQG�LQYROXQWDU\�DQQXDO�WXUQRYHU�UDWHV�DV�WKDW�LQIRUPDWLRQ�LV�GHHPHG�%RR]�$OOHQ�FRQƫGHQWLDO��&RQVLVWHQW�ZLWK�RXU�FRPPLWPHQW�WR�GLYHUVLW\��HTXLW\��DQG�LQFOXVLRQ��ZH�GR�
report the percentages of new hires and departures by demographic categories on page 15 of our 2022 ESG Report.
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SASB CONTENT INDEX continued
CODE METRIC LOCATION AND/OR DISCUSSION

SV-PS-330a.3 Employee engagement as a percentage 2022 ESG Report; Empower Diverse Talent, Employee Engagement & Retention (Pages 21-22) 
2022 ESG Report; Empower Diverse Talent (Pages 12-27) 
2022 ESG Report; Drive Community Resilience, Resilient Enterprise & Workforce (Pages 35-36) 
2022 ESG Report; Drive Community Resilience, Cybersecurity and Data Privacy (Pages 39-40) 
2022 ESG Report; Corporate Governance, Ethics & Compliance (Pages 45-46) 
FY22 Annual Report; Part I, Item 1, Employee Engagement (Page 5)

We conduct an annual Employee Experience Survey, which measures, among other factors, our employees’ impression of the inclusiveness of our work environment. The survey results provide insights into how 
HPSOR\HHV�H[SHULHQFH�%RR]�$OOHQ�DQG�RXU�FXOWXUH��KHOSLQJ�RXU�OHDGHUV�EHWWHU�XQGHUVWDQG�DUHDV�RI�RSSRUWXQLW\�DQG�DUHDV�IRU�JUHDWHU�DWWHQWLRQ��,Q�ƫVFDO�\HDU�������ZH�VDZ�WKH�LPSDFW�RI�RXU�&29,'����UHVSRQVH�
HƪRUWV�RQ�WKH�ZHOO�EHLQJ�RI�RXU�HPSOR\HHV�DQG�FOLHQWV��DQG�ZH�FRQWLQXHG�WR�IRFXV�RXU�DWWHQWLRQ�RQ�NHHSLQJ�HDFK�RWKHU��RXU�IDPLOLHV��DQG�RXU�FOLHQWV�VDIH��VXSSRUWLQJ�RXU�FOLHQWVô�YLWDO�PLVVLRQV��DQG�SURWHFWLQJ�
RXU�EXVLQHVV��:H�HQJDJHG�ZLWK�HPSOR\HHV�WR�XQGHUVWDQG�KRZ�ZH�FRXOG�EHVW�KHOS�WKHP��LQFOXGLQJ�PDLQWDLQLQJ�D�UREXVW�EHQHƫWV�SURJUDP��ƫQDQFLDO�DQG�MRE�VHFXULW\��HQKDQFHG�FDUHJLYHU�VXSSRUW��DQG�WHOHZRUN�
UHVRXUFHV��,Q�RXU�)<���(PSOR\HH�([SHULHQFH�6XUYH\������RI�%RR]�$OOHQ�SHRSOH�VDLG�WKH�ƫUP�KHOSV�WKHP�EXLOG�UHOHYDQW�VNLOOV��DQG�����RI�%RR]�$OOHQ�SHRSOH�VDLG�WKH�ƫUP�VXSSRUWV�WKHLU�SURIHVVLRQDO�GHYHORSPHQW�
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